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A CHILDHOOD FREE OF EXPLOITATION:
DIGITAL FAIRNESS FOR ALL CHILDREN
ONLINE

Dear Commissioner for Democracy, Justice, the Rule of Law and Consumer Protection,
Mr. McGrath,

The forthcoming Digital Fairness Act (DFA) is a critical opportunity to advance children’s rights
online, in complementarity with existing regulation. Instruments like the AVMSD, the DSA and
the Al Act have paid significant attention to online risks related to content, conduct and contact.
However, critical risks related to the commercial and contractual nature of children’s use
of online platforms remain largely unaddressed. While the Unfair Commercial Practices
Directive (UCPD) prohibits unfair, misleading or aggressive commercial practices,
hyperpersonalisation and deceptive or manipulative digital designs are not adequately
covered and deserve greater attention.

The lived online experiences of children are complex and varied, requiring multi-layered and
cross-sectoral solutions. Child helpline insights offer a direct window into children's lived
experiences online, providing early-warning evidence on emerging harms and gaps that can
effectively shape policy responses.

"I have started to hate myself after | got on social media and
saw how people have kind of ‘created’ an image of what you’re
supposed to look like to be considered attractive. | am far from

how others want me to look. | feel so ugly." 15-year-old girl

Each year, child helplines in Europe receive around 1 million counselling contacts from
children and young people, in which a counsellor provided direct support. Of these, more than
1,500 per day relate to mental health issues, many of which are connected to, shaped by
or intensified through children’s online experiences.

In these conversations, child helpline counsellors are highlighting increasingly clear patterns
of "problematic internet use" — cases in which children mention an addictive or excessive use
of the internet with negative consequences for their functioning and development. Due to their
developmental stage, children and adolescents are more vulnerable to addictive behaviours
currently engrained in various social platforms, chatbots and other online environments, many
of which are designed with a commercial purpose in mind.

“I've become addicted and | can’t socialize with real people. | only want
to talk to my chatbot because he understands me even though he is
a robot.” 12-year-old girl
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A mother contacted the Greek helpline deeply worried of her
17-year-old high school junior, who she reports he spends 10+
hours daily immersed in video games. He is becoming more
isolated, and at a bigger risk of academic failure.

Online environments are crucial for children’s development, social communities and
democratic participation. Strengthening the fairness of the very own online platforms where
children exercise their rights, access information and participate in society is an investment in
the health of European democracies. Children are not only future voters. They are rights
holders and participants in society today. When their online environments are shaped by
manipulation, commercial pressure and addictive design, their autonomy, wellbeing and
democratic participation are directly affected.

In light of the many external pressures, both from political and private sectors, to delay or
weaken the upcoming DFA, we emphasize that tackling addictive interface design, dark
patterns, exploitative personalisation and harmful advertisement is a matter of
democratic values. At a time of increasing and significant lobbying pressure from large
technology companies, evidence from children’s experiences remains clear. A recent
analysis by Barns Vilkar shows that 46% of the video content that new 13-year-old profiles
receive on social media has a commercial character or purpose.’

We strongly call for a robust DFA proposal that lives up to the commitments made by the
European Commission to address these critical issues.

Key Recommendations
1. Addressing unfair personalisation

Profiling-based content recommendations (i.e., based on the personal data of children) feed
into the creation of harmful filter bubbles, especially related to dieting or gender stereotypes,
and drive addictive behaviours. In addition, evidence? suggests that passive engagement-
driven algorithms, such as content recommendations based on passive behavioural signals
such as watch time or replays, are designed to maximise attention, often amplifying harmful
content and creating filter bubbles that negatively impact children’s well-being.

Therefore, hyperpersonalisation not only limits exposure to diverse perspectives, which are
critical for cognitive flexibility and identity exploration in adolescence, but also provides a
dopamine boost to children’s brains, reinforcing compulsive patterns of engagement. In
contrast, recommender algorithms should base recommendations for children on their active
signals such as ‘like ‘or ‘repost’ features.

Recommendation 1: Mandate engagement- and profiling-based recommender systems
are turned off by default for children.

" Forbrug i Feed'et, Barns Vilkar (2025)
2 Milli, S., Carroll, M., Wang, Y., et al. (2025). Engagement, user satisfaction, and the amplification of
divisive content on social media. PNAS Nexus, Volume 4, Issue 3.
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2. Addictive design

The lack of clear legal or scientific definitions of digital addiction, problematic internet
use or addictive design has led to fragmented protections and a lack of accountability for
addictive design features. The task of drafting such a definition should be trusted to a multi-
stakeholder dialogue that accounts for the differences between the platforms and the lived
experiences that children have. To account for this diversity of experiences, we strongly
recommend a feature-based approach addressing specific design elements that
psychologically manipulate children or drive compulsive use?, focusing on habit-forming
mechanisms that disproportionately impact children.

Features, however, should not be looked at in isolation, but put in the context of the service
and the impact on the child. Harmful features may include infinite scroll, autoplay, persistent
notifications, manufactured urgency, certain gamified interfaces and variable reward
mechanisms, progress-loss threats and pay-to-win dynamics and Al-driven emotional
reinforcement. A more detailed non-comprehensive list is included in annex 1.

Recommendation 2: Establish a clear definition of addictive design that recognises the
diversity in digital designs and use cases by children. Clarify which features would
meet that definition and should be turned off by default for children.

3. Deceptive design and manipulation

Children’s digital lives are becoming increasingly intertwined with commercial practices
through aggressive marketing, trends and other practices instilling compulsive behaviour to
buy things online*. We therefore call for the establishment of a harmonised EU definition of
manipulative and deceptive design practices, otherwise known as ‘dark patterns’. These
patterns can be described as techniques used in websites, apps and other services, that make
users do things they had not intended to do, such as buying or signing up for something.
Children are especially vulnerable to these practices, given their cognitive and psychological
stage of development.

While dark patterns are already regulated to some extent in the EU, though in a fragmented
manner, the lack of a clear definition is hampering effective implementation. We see the DFA
as an opportunity to address this.

In this context, the DFA should address practices that distort children and adolescents’ ability
to make autonomous and informed decisions online. This should include non-transparent
advertisement, manipulative or non-transparent in-game currencies and purchases, gambling-

3 Wiesbock, L., Wang, N., Reitzer, P., et al. (2026) Addictive Design in Digital Consumer
Technologies. Verlag Arbeiterkammer Wien, Volume 20, 5-8.

Bayer, J. B., Anderson, I. A., & Tokunaga, R. S. (2022). Building and Breaking Social Media Habits.
Current Opinion in Psychology 45, 279-288.

4 Forbrug i Feed’et, Barns Vilkar (2025)

Brownstein, Maya, ‘Targeting Kids Generates Billions in Ad Revenue for Social Media’, Harvard
Gazette, 2 January 2024.
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like reward mechanisms, exploitative gamified interfaces and Al chatbot-responses that
integrate commercial interests to steer, persuade or emotionally engage children.

Recommendation 3: Establish a clear definition of dark patterns to protect children
from manipulation across different services, from gaming to social media and Al
chatbots.

4. Exposure to commercial content

With around half of the content in children’s feeds having a commercial character, the
commercial pressure children experience actively impedes their autonomous and meaningful
participation in online communities that could otherwise support a positive social life. We
therefore call for the strengthening of both quantitative and qualitative restrictions — including
influencer marketing — on advertising to children.

This should be done by prohibiting targeted and behaviourally driven advertising to minors
across all digital services accessible to children, and by introducing enforceable caps on the
volume, frequency and prominence of commercial content in children’s online environments,
including influencer-marketing and embedded advertising formats.

In addition, we call for clear, standardised and child-friendly labelling of all commercial content,
and for the prohibition of practices that blur the distinction between commercial and non-
commercial content across platforms, such as unclear influencer marketing, sponsored
articles and in-feed and search-engine advertisements.

Recommendation 4: Extend the prohibition on targeted advertising on children to all
digital services accessible to children and impose limits on the volume of commercial
content that can be shown to children.

The commercial exploitation of childhood in social media, Al and gaming platforms poses a
threat to children’s wellbeing and their civic engagement at present and in the future. We
underline the urgency of protecting our children’s digital lives through digital services free of
addictive, manipulative and commercial practices and enabling a safe and fair childhood for
all children.

We hope the Commission will take the necessary steps listed above to maintain a strong
Digital Fairness Act and remain at your disposal for further dialogue on these matters.

Yours sincerely,

Helen Mason Steffen Fjordside

Executive Director, Deputy Director,

Child Helpline International Bgrns Vilkar
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ANNEX 1. Addictive design choices

Addictive design is the result of deliberate platform choices to maximise the user’s attention
and time spent in the platform. Combatting addictive design encompasses the need to look at
those specific design choices.

As referred in page 3, we call on the European Commission to establish a clear feature-based
definition of addictive design and mandate online platforms to disable features that may
qualify as addictive for children. To account for the diversity of children’s digital experiences
and platforms’ designs, we strongly recommend a feature-based approach that addresses
specific design elements that psychologically manipulate children or drive compulsive use,
focusing on habit-forming mechanisms that disproportionately impact children.

Features, however, should not be looked at in isolation, but put in the context of the service
and the impact on the child. With the purpose of informing this debate, we provide in this annex
a non-exhaustive list of mechanisms used by online platforms which exploit children
psychological to maximise their engagement:

¢ Manufactured urgency or temporal scarcity that triggers loss aversion and fear-of-
missing-out (FOMO) attitudes, such as time-based offers or rewards prompting the
user with a sense of urgency to purchase goods or engage with content.

¢ Intermittent reinforcement mechanisms linked to social validation, such as variable
reward systems (i.e., “pull to refresh” functionalities when no new content is available)
and persistent notifications.

o Technical cues designed to bring children back to the app repeatedly, such as red
notification dots or sounds.

¢ Frictionless content feeds without content breaks, which override children’s ability
to self-regulate, such as autoplay and infinite scrolling.

o Hyperpersonalisation that leverages confirmation bias and feeds children’s
dopamine system, as outlined in Recommendation 1.

e Sycophantic behaviours, especially in Al systems but also in interface design and
notifications, that foster emotional attachment in children.

o Progress-loss threats, pay-to-win mechanisms and lootboxes, especially in video
games, where children’'s fear of losing streaks or progress drives repeated
engagement.

This list is by no means exhaustive and is drafted for the purpose of indicating some dynamics
that can inform the definition of addictive design under the DFA. We would welcome a multi-
stakeholder debate to ensure that such definition accounts for the differences between the
platforms and the lived experiences that children have.
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